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IIporpammuoe odecniedyenue NSG Linux 2.1

Coopxka 2.1 build 6

[porpammuoe odecneyenue NSG Linux 2.1 mpennasnaueHo i noctpoenus jokanbHbIX (LAN) u ropoackux
(MAN) cereii Ethernet m OGecpoBognabix cereit Bcex TumoB (WLAN, WMAN, WWAN). B wéM peamuzoBaHbl
COBpeMEeHHbIe MeXaHu3Mbl ocTpoeHust ceteld [P u VPN, akTyabHble Ha CETOHSIITHAN JIeHb TEXHOJIOTHH (U3NIECKOTO U
kaHanpHOTO ypoBHs. NSG Linux 2.1 npeaHa3zHaueHo Ui MCHONb30BaHusA Ha ycrpoiictBax NSG—-1000e, NSG-1000/GW
u Beimie. (3a uckimrouenueM NSG-1800, st Hero 3akitounTenbHON sBisiercs Bepeus NSG Linux 2.1.1.)

Ha yctpotictBax Gonee pamueit paspadorku (NSG—700, NSG-900, NSG-600 u np.), a Takke I MOIICPKKH
kaHaiioB WAN ¢ ¢usndeckumu nntepdericamu "touka-rouka" (serial, xDSL, E1/G.703) u nporokonamu Frame Relay,
Cisco-HDLC, X.25, cienyet ucnons3oBats [10 NSG Linux 2.0, NSG Linux 1.0 160 6a3oBoe I10 NSG. Undopmanus
o 3tuM tunam 10 goctynHa Ha caiite www.nsg.ru B paszaeine "Apxus".

CraHaapTsl U cnenupuKanuu,
OyHKIUH, TPOTOKOJIbI 0003HaYeHHS] AHAJOTHYHBIX QYHKIUUHA B MPOAYKTAX APYrUX
NPOU3BOANTEIeH, APyrHue NPUMedaHus

HNurepdeiicsl Ethernet u pseudo-Ethernet, cetu Ethernet

Ethernet (UTP, fiber) IEEE 802.3, ckopocmw 10 Moum/c — 10 ['6um/c 6
3asucumocmu om muna ycmpoucma u mooyas SFP

Br16op u HacTpoiika pusmueckoro uHTepderica ABTOMAaTHYECKUIl, py4YHOH

BbecnipoBoanbie nHTEpdeiich pseudo-Ethernet Wi-Fi, LTE/UMTS/GSM

Ethernet over IP (GRE) IETF RFC-1701, RFC-1702

Ethernet over VPN KOMOWHAIIUS CTaHapTOB

VLAN IEEE 802.1q
B T.4. kKackaaupoBanHbie VLAN (Q-in-Q) 0e3 MpOrpaMHOTO OTpaHIYEHHS YPOBHS BIOKCHHOCTH
B T.4. IPHOPUTHU3AIINS [TAKETOB IEEE 802.1p

[Tpotokon Spanning Tree IEEE 802.1d

Bridge Groups ¢upmennas cnenudukanus Cisco Systems

Ethernet aggregation (bonding, trunking) IEEE 802.3ad, 802.1AX

Ynpasnsiembrit kommyTatop VLAN 8 3a8UCUMOCU O MUNA YCMPOUCMEA

HactpanBaembie MAC-anpeca

Knonunposanusie uatepdeiicel Ethernet (MAC VLAN) |cranpapr ge-gakro

BecnpoBoanbie nHTEPPeiichl

Wi-Fi IEEE 802.11 b/g/n, station/AP B 3aBucuMocTH OT MOTU(DUKAIIUU
opy2oe — no 3aKasy

4G: LTE FDD/TDD 3GPP

3G: UMTS WCDMA/HSDPA/HSPA+ 3GPP

2,5G: GSM GPRS/EDGE ETSI GSM Phase 2/2+

2G: CSD (GSM data) ITU-T V.34, V.32bis, V.32, V.23, V.22bis, V.22, V.21, V.110

2 SIM-kapmul, npozpammupyemslii anzopumm nepexiioierus

JlokanbHbIe HHTEPdeichl

acuaxponusie DTE/DCE TIA/EIA RS-232, RS—485
Universal Serial Bus USB 2.0
1-Wire ¢upmennas cnenudukanus Dallas Semiconductor Corp.
VYerpoiicTBa XpaHeHHs TaHHBIX SATA2, USB2.0, micro-SD g 3agucumocmu om muna
ycmpoucmsea
Ctex TCP/IP
1Pv4 IETF RFC-791
IPv6 IETF RFC-1883
IP over Ethernet IETF RFC-894, RFC-1042
IP over async PPP IETF RFC-1332, RFC-1661
ARP IETF RFC-826
TCP IETF RFC-793
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lUDP | IETF RFC-768 |
ICMP IETF RFC-792
[P-in-IP Cmanodapm de-cpaxmo
GRE

B T.4. [IPv4-over-IPv6, IPv6-over-IPv4, IPv6-over-
IPv6, Ethernet-over-1P
B T.4. GRE keepalive

IETF RFC-1701, RFC-1702

¢upwm. crent. Cisco Systems

MHuoxectBeHHBIC IP-angpeca naTepdeiicon

IP aliases, secondary IP

Cratudeckas MapupyTH3aIHs

RIP v1, v2 IETF RFC-1058, 2080, 2453, 4822

OSPF IETF RFC-1583, 2328, 5340, 6549, 6987

BGP4 IETF RFC-1997, 2385, 2918, 4271, 4360, 4451, 4456, 4724,
4760, 4893, 5004, 5082, 5492, 5668, 7313

BFD IETF RFC-5880...5883

MPLS IETF RFC-3031, un-/Oexancynsyus, cmamuieckdas KOMMYmayus

MapmpmiauI/m Ha OCHOBC 3a/IaHHBIX ITPABUJT

MHOICeCMBEHHblE MAOIUYBL MAPUWPYIMUAYUY, UTU
Mapuipymuzayus o pacuupesHomy Habopy noneti
3a207106Ka (cM. Kpumepuu gunvmpayuu)

ASF (Application-Specific Forwarding)

6 M. 4. C ANNAPAMHOU HOOOEPAHCKOU 8 3A8UCUMOCTIU O MOOEIU

NAT: Source NAT u IP-mackapaguar
Destination NAT
WzbuparensHoe npumenenne NAT
[Tyner agpecos (cepBepHBIC KIaCTEPHI U T.11.)
Application-level gateways

Hpyroe

IETF RFC-1631

Universal Plug and Play

UPnP IGD, NAT-PMP — nacmpotixa supm. cepeepos (DNAT)

OunbTpalys NakeToB MO COBOKYITHOCTH KPUTEPUEB:
Source/Destination IP
Protocol
Source/Destination port (TCP, UDP)
Packet type (ICMP)
Cocrosaue ceanca TCP (stateful packet inspection)
Bxoanoit/BerxonHol HHTEphEHCH

Hpyrue kputepuun
CrartucTrka QHIBTpaIiiu

QoS: traffic shaping
traffic policing
oOpabotka mosist ToS/DiffServ

banmancupoBka ucxozgsmero IP-rpaduka:
MEXJy HECKOJIILKUMH HHTepdericamu
MEXIY HECKOJIbKUMH MapIIpyTaMu

cm. Ethernet aggregation
equal cost multipath, load balancing in per-session mode

VRRP

IETF RFC-3768

Craructuka no IP-uatepdeiicam

BupryaabHble YacTHbIE C

et (VPN) u 0e30nacHble TYHHEJIH

IPsec: rpynmet DH 2, 5; corn. kmoueti IKE/pyunoe;
3DES, AES u ap.; Dead Peer Detection; NAT
Traversal; RSA secrets; ceprudukars! X.509

IETF RFC-2401 ... 2409, 3706, 3947, 3948

OpenVPN: kimeHt, cepsep, p2p

peanu3anus ae-hakro

STunnel

peaymzanus ae-hakro

Cepruduratel X.509 nns Bcex TunoB SSL-coenuHeHuit

peanu3zanus ae-PpaxkTo

PPTP (MPPE, MS—CHAP vl1, v2)

IETF RFC-2433, 2637, 2759, 3078, dupm.cner. Microsoft Corp.

L2TP v1, v2

IETF RFC-2661

Wireguard

peayn3anus ae-hakro
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IIpoTOoKO0JIBI CeaHCOBBIX coequHennii 2 ypoBHa (dial-up u Virtual Private Dial-up Networking, VPDN)

async PPP

IETF RFC-1332, RFC-1661

Bxopsmme u ucxoasiume coenHEHNs 110
KOMMYTUpyeMbIM JIuHUAM TPOII 1 B COTOBBIX
cersix GSM/UMTS

YcTaHOBNIEHHE HCXOSIIIX COSETMHEHUH 10
TpeOOBaHHIO

PPP over Ethernet (kuenT, cepBep)

IETF RFC-2516

PPTP (xnmeHT, ceprep)

IETF RFC-2637

L2TP vl, v2 (knueHT, cepBep)

IETF RFC-2661

AyTteHTH(UKAIHS: TepPMUHATBHAS (KITHCHT)
PAP (xmuent, cepsep)
CHAP (xnmeHT, cepsep)
MS—-CHAP (xnueHt, cepsep)
MS—CHAP v2 (ksmueHT, cepsep)

cyeHapuu 00360HA U aymeHmu@uKayuu

IETF RFC-1334, 1661

IETF RFC-1661, RFC-1994

¢upmennas crnenudukanus Microsoft Corp., IETF RFC-2433
¢upmennas cnenudukanus Microsoft Corp., IETF RFC-2759

CryxO0bl ayTeHTU(HUKALNY U aBTOPU3ALUH U y4€Ta:
RADIUS
TACACS+
JIOKaJIbHAs Ta0JHUIIa OJIb30BaTENIeH

IETF RFC-2138, RFC-2139
¢dupmennas cnenudukanus Cisco Systems

[Tepemaua agpecoB DNS kimentam PPPx
[Tomyuenue agpecoB DNS ot cepepa PPPx

Cxatue nansbix: Deflate, BSD compression

IETF RFC-1979, 1977

MPPE

¢upmennas cnenudukanus Microsoft Corp., IETF RFC-3078

Hpuxkiaagn

bie cay:xk0b1 TCP/IP

Ping u Traceroute

IETF RFC-792

DHCP/BOOTP (cepsep, perpancisitop, helper, KIIMeHT)

IETF RFC-951, RFC-2131, RFC-2132

DNS (kmmenT, perpancisarop, nepeaada aapecos DNS
knueHtaM PPPx, nomxydenne anpecos DNS ot
cepsepa PPPx)

IETF RFC-1034, RFC-1035

Dynamic DNS (kimueHT)

peayn3anus ae-hakTo JUisl psijia CUCTEM OOIIETO MOJIb30BaHUS

Telnet (knueHT, cepBep)

IETF RFC-854

Reverse Telnet Ha acHHXPOHHBIN TOPT
Reverse SSH Ha acHHXpOHHBIH TTOPT

aymenmughuxayus (8 m.u. YeHMpAIU308AHHAL), PYUHOE YAPAs-
JeHue cuenaramu unmepetica, yoanrénnas cenepayusi BREAK,
Ovicmpoe nepexnioderue mMexncoy 2 CKopocmsamu, NoOKIoUeHUe 8
¢opmame ssh user:line@host (cneyugurxayus Cisco Systems)

npo3pauHas Tpancisuus Raw async over TCP

peanmzanus ge-dakro, IETF RFC-793

SSH u SFTP (knueHT, cepBep)

RFC 4251, B mporiecce cTaHIapTH3AITAH

HTTP IETF RFC-1945

HTTPS IETF RFC-2818

Web-tepMmunan B cucteMy u Ha acuaxpoHHbie opTel | HTTPS, ayrentuduxanus gokansHas/RADIUS/TACACS+
TCP-nipokcu IETF RFC-793

FTP (xnmeHT) IETF RFC-959

TFTP (xmuent, cepsep)

IETF RFC-1350

MQTT (broker, publisher, subscriber)

ISO/IEC PRF 20922 (OASIS v3.1.1)

SNMP vl IETF RFC-1157

SNMP v2 }

SNMP v3 IETF RFC-2570...2576, 3411...3418
crangaptasie MIB 11 IETF RFC-1156, RFC-1158
¢bupmennsie MIB 11 ¢upm. cner. NSG

NTP (ximeHT) IETF RFC-1305

LLDP IEEE 802.1AB

Netping em. Cpedecmea ynpasnenus

éiggii trKJ;I;zHT ¢dupmennas cniequduranus Zabbix SIA

Veenomiierne o TCP 0 cHCTEMHEBIX COOBITHIX

oTKpbITas crernudbukamms NSG

ITpunT-ceprep

Raw Socket over TCP/IP (HP JetDirect)
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CpencTBa ynpaBJjieHUs] U TUATHOCTUKHU

KoHcoapHbIH opT

6 3dBUCUMOCMU OM HACMPOEK 3azcpy34uKa U OCHOBHO20 110

Telnet

IETF RFC-854

SSH, SFTP, SCP

B IIPOLECCCC CTaHAAPTHU3 ALK

Komanmnaas o6omnouka OC Linux
HHTepakTHBHAS KOMaHHas o0omouka Nsgsh

bash

¢upmennas cnenuduranus NSG, KOHCONBHBINA 1 SKpaHHBIN
PEKUMBI

Web-ymnpasnenne

HTTP IETF RFC-1945
HTTPS IETF RFC-2818
Konconbnpii TepMunain no HTTPS IETF RFC-2818
SNMP vl IETF RFC-1157
SNMP v2, v3 IETF RFC-2570...2576, 3411...3418

crangaptaeie MIB 11

IETF RFC-1156, RFC-1158

SMS-ympasnenue B cetsix LTE/UMTS/GSM

6 M.4. NAPANIEeNbHO ¢ nepedayell OaHHbIX, MEKCMOBbLIL PENCUM U
npunodicenue 0nsi Android

Netping

HacrtpauBaeMble CKpUIITBI TECTUPOBAHUS CETH U PEAKLIUU HA
MIOTEPI0/BOCCTAHOBJICHHUE CBS3U

Ping u Traceroute

IETF RFC-792

VctionHeHne KOMaHJHBIX CIICHAPUEB:
MIPU CTApTE CUCTEMBI
no coobITuaM [P-untepdeticon
o cobbrTrsiM Netping
MO COOBITHSM TEXHOJOTUIECKUX JATYNKOB
M0 PaCcIMCaHHUIO WIH IO TakMepy

Moezym cooepacamv komanowvr OC Linux (bash), Lua u
Komauouot oborouxu NSG (nsgsh)

OO0OHOBIICHHE TTPOTPAMMHOT0 00ECTICUEHHUS:
o HTTP gepe3 nmopt Ethernet (B 3arpy3umke)
no TFTP/FTP/HTTP/SFTP na paGoraronieii
cucTeMe

IETF RFC-1945
IETF RFC-959, 1350, 1945, 4251

ABTOMaTHYecKas mpoBepka oOHoBieHuH 110

HTTP, FTP, TFTP

PezepBupoBanne/BocCTaHOBICHIE KOH(PUTYPAITHH:
FTP, TFTP, HTTP
aBTOMAaTHYECKOE KOTMPOBaHUE KOHPUTYPAITUH C
OCHOBHOTO YCTPOMCTBA Ha Pe3epPBHOEC

yepe3 koncoaw, Telnet, SSH
IETF RFC-959, 1350, 1945, 4251

MHo>xecTBEeHHbBIE KOH(pHUTyparn

daiiyioBbIC ONEPALMU C/HA YCTPOUCTBO

SSH, FISH, SFTP, SCP, USB

BCTpOGHHOG PYKOBO,I[CTBO T10JIB30BaTCJIsI U ITIOACKAa3KH

HTML, pycckuii s3bIK

Lentpanu3oBanHast ayTeHTU(DUKAIHSI CHCTEMHBIX
MOJIL30BaTeIIe

RADIUS
TACACS+ B 1.4. priv-1vl u moxomMaHIHAsI aBTOPU3AIIHS

PoneBasg Mojzienb onb30BaTeiIe
Co3nanue mpou3BOJIBHBIX JIOKAIBHBIX MOJB30BATENICH

WunuBuayansHOe MEHIO KOHQUTYpaIMK B TIpaBa JI0CTyIIa
HckmroueHne TUMOBBIX M 00IIEN3BECTHBIX YUETHBIX 3aHcel

Syslog, B T.4. Ha ynanéHHbIl cepBep

B T.4. pacimmpeHHbIH ayAuT KPUTHYECKUX JEHCTBUN (TIOMBITKA
BXOJIa B CHCTEMY, M3MEHEHHUs KOH(HUTYpaIun)

AyYINT CHUCTEMBI

auditd

VYBenomiienusa mo SMS

Kimenrt Zabbix
Zabbix Traps

¢dupmennas cniequduranus Zabbix SIA

Cepaep coObITHI

Omcnesicusaem cobvimust 6 cucmeme U Ha NOOKIIOYEHHBIX 0am-
yuKax, obecneyusaem npocpaAmMMUpyeMyIo peaxyuro Ha Hux

TexHOIIOrM4YeCcKOE YIpaBJICHUC U MOHUTOPUHT

cym. Buewnue ycmpoticmea 1-Wire u USB

HacrtpanBaeMast CBeTOAMOTHAS MHINKAITAS
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AyTeHTH(UKAIMSA, ABTOPU3ALU U YU€T padoThI MoJb30BaTe el

PAP (xsueHT u cepsep)

IETF RFC-1334, 1661

CHAP (knmeHT u cepBep)

IETF RFC-1661, RFC-1994

MS—-CHAP (xnueHT u cepsep)
MS—-CHAP v2 (kueHT u cepBep)

¢upmennas cnenudukanus Microsoft Corp., IETF RFC-2433
dbupmennas cnermmbukanms Microsoft Corp., IETF RFC-2759

TepmuHanbHas ayTeHTHGUKAIMS (KIHEHT)

cyenapuu 00360HA U aymeHmupurayuu

TepMmuHanbHas ayTeHTHQUKALUS (cepBep):

018 CUCMEMHBIX NOTb3068aAMeNel
o0ns1 docmyna k nopmam no Reverse Telnet u Reverse SSH

RADIUS (xmueHr):

IETF RFC-2138, RFC-2139
ons kauenmoe PPP/PPTP/PPPoE
01 CUCMEMHBIX NOTb308aMmenel
onst docmyna Kk nopmam no Reverse Telnet u Reverse SSH

TACACS+ (ximeHT):

dbupmennas cnerudukammst Cisco Systems
ona knuenmos PPP/PPTP/PPPoE
ona oocmyna x nopmam no Reverse Telnet u Reverse SSH
07151 CUCEMHbBIX NOTb308AMeNell
ypoeuu npusuecuii (priv-1vi)
NOKOMAHOHAS A8MOPU3AYUSL

Br16op ayTenTudukanuu
RADIUS/TACACS+/nokansHas

Paz0envHblll 0I5l PASHLIX CAYHCO

JlokanbHbIE TaOIUIIEI ITOIL30BaTeNIeH

pazdenvbHole OJisl PA3HBIX CYAHCO

N30uparesnbHas yCTaHOBKA ITPAB JJIsl CUCTEMHBIX
MOJIL30BaTeIIEH

BbezonacHoe xpaHeHue nmapoJieit

JlokanbHasa cTaTUCTUKA

NetFlow v1, v5, v7, v9, IPFIX

¢dbupmennas crnenudukanus Cisco Systems

Buemrnue ycrpoiicrea USB

[TpuHTEpHI

Raw Socket over TCP/IP (HP JetDirect)

YcrpolicTBa XpaHeHHs] JaHHBIX

USB Flash, USB HDD, USB SDD

Ananrepsr USB/RS-232, USB/RS—485

na yunax Prolific, FTDI (6onvuuncmeo u3 00CmynHuix Ha
pulrKe)

Apantepst USB/Ethernet no 3axKasy
MynbTUIaTYUKH NSG MS-6, Mepxypuii 230, bonuo, unoe no 3axasy
WHOE no 3aKazy

Buemnue ycrpoiicrBa 1-Wire

MounuTtopuHr "cyxux KOHTakToB" u ynpasieHue TTL-
JIOTHUKOM

MOHUTOPUHT HANPsDKEHUH TUTaHMS (11a/HET)

~220B, unoe no 3axkazy

Yupasnenue "CyXuMu KOHTaKTaMH'" ¥ CHIIOBEIMHU
pO3eTKaMu

0o 220B/16A, unoe no 3axasy

Jatuuk temmnepartypsl

AIIIT 4%x13,5 B (KOHTpOIH HAIPSDKEHUS PE3CPB.
Oarapeii)

UHble OUANA30HbL — NO 3akasy

HNHOC

no 3axkasy

Apyroe

BupTyanpHbIe MapIIpyTH3aTOPHI

netns (Network Namespaces)

MOHHUTOPHHT COTOBBIX CETEH B MpoIlecce oOMeHa
JaHHbIMU

YcraHoBKA U UCTIOJIHEHUE MTPUIIOKCHUM MOIB30BATENS
WJIM CTOPOHHHUX pa3pabOTUYMKOB

uncmpymernmapuii 0st nopmuposanust npunoxcenuti OC Linux

Ixia IxChariot ket

ycmadaeaueaemcs no 3akasy

Pacmmpenne ROM (USB Flash, HDD, microSD)

6 zasucumocmu om muna accu

lopstiuast 3aMeHa OJIOKOB MUTAHUS, OJIOKOB BEHTUJISIIVH,
nHTephEeHCHBIX KapT

6 zasucumocmu om muna ycmpoﬁcmea
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